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OUTLINE

e case-study: an SMT-powered software verifier
applied to a commercial operating system

* tools and methods to make this work
— trigger-engineering
— tools:
* Axiom Profiler — postmortem analysis of the search

* Model Viewers — analysis of counter examples
* 73 Inspector — live view of Z3 operation



WINDOWS HYPERVISOR

virtualization platform

— thin layer of software between guest operating
systems and the hardware

essentially a small operating system
— small by OS standards: 100kloc of C, 5kloc x64 asm

scheduler, memory allocator, etc
— lock-free data structures

shipping with Windows Server 2008
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GOAL: FULL-BLOWN VERIFICATION FOR
EVERYONE

functional properties

— but even memory safety depends on functional
correctness of complex data structures and
concurrency protocols

automatic

exercised on real code

— scalable — modular

— concurrency

— not changing existing code

necessary tool support



VCC

* a deductive verifier for C
 verification methodology centered around

— two-state invariants
— ownership system
— concurrency

* uses Boogie and Z3 (or other Boogie-
supported provers)



\VVCC ARCHITECTURE

#include <vcc2.h> $ref_cnt(old($s), #p) == $ref_cnt($s, #p)
Annotated C && $ite.bool($set_in(#p, $owns(old($s),
typedef struct _BITMAP { owner)),
UINT32 Size; // Number of bits .. $ite.bool($set_in(#p, owns),
PUINT32 Buffer; // Memory to store $st_eq(old($s), $s, #p),
. CC $wrapped($s, #p, $typ(#p)) 8&&

// private invariants
invariant(Size > 0 && Size % 32 == 0)

$timestamp_is_now($s, #p)),
1 $ite.bool($set_in(#p, owns),
$owner($s, #p) == owner && $closed($s,

— Generated Boogie
:assumption owner)),
(forall (?x Int) (?y Int) $ite.bool($set_in(#p, owns),
(iff $st_eq(old($s), $s, #p),
(= (IntEqual ?x ?y) boolTrue $wrapped($s, #p, $typ(#p)) &&
(= ?x ?y))) $timestamp_is_now($s, #p)),
:formula $ite.bool($set_in(#p, owns),
(flet . $owner($s, #p) == owner &&
N SMT [ closed(ss,
k™ VCC Prelude

~ 3 e A
. \

\/ ® @ Available at http://vcc.codeplex.com/
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A VERIFICATION METHODOLOGY

annotation language

— e.g., first-order logic, higher-order logic,
separation logic; + specific features

specification concepts
— ownership, type invariants, permissions

modeling of the programming language
semantics

— how precise, what assumptions, etc.
specification idioms



VERIFICATION METHODOLOGY
AS AN SMT THEORY

complex

— all input language + specification language
constructions

evolving with the verification tool

not practical to implement as part of SMT
solver

instead encoded using first-order logic



PROGRAMMING WITH TRIGGERS

 SMT formulas with quantifiers handled with
Instantiation

— guided by E-matching, controlled by trigger
annotations

e SMT theory is programmed using triggers



TRIGGERS

e (usually) subterms of the quantified formula,
with free variables
* matched against active terms

— terms with interpretation in the current partial
model considered by the SMT solver
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A LIST INVARIANT

 inv(H, S):nodesin setS form a doubly-linked list in heap H
e datais non-null
* prev link in the next node points back here
* Sis next- and prev-closed

(forall H:heap, S:set :: {inv(H, S)}
inv(H, S) <==>
(forall n:ptr :: {in(n, S)}
in(n, S) ==>
H[n, data] != null &&
(H[n, next] != null ==>
H[H[n, next], prev] == n) &&
in(H[n, next], S) &&
in(H[n, prev], S)))




DEMO OF THE AXIOM PROFILER



2 o 23 viom Profier A T —— 8

type
type
type
type

const
const
var H

functi
functi
functi

THE AXIOM PROFILER

File C3V  Help

£ CONFLICTS
H-188 CONFLICTS
iuScan: 29682 / @ inst, @ lits, 1 children [rec: 1, 29682 inst/cnfl]
- 29589 ex_act.bpl.16:13 ({direct: 8853, cnfl: @)
E"DEEP forall n:ptr :: {in{n, S)}
[DSTLY in(:n‘l S:| ==
t- FIRST H[n, data] != null &&
. LAST (H[n, next] != null ==>
£ ex_act. . HIH[n, next], prev] == n) && ypepselect |46:16]
- ex_at }n{H[nJ nexF]J 5) && apType@Select [43:15]
&) BLAMI in{H[n, prev], 5)
=- BIND
B12p 1 peoselect(HG00, Haplypedselect(Hg@o, Maplypedselect(He@o, HapTypedselect
-ex_act.bpl.16:13 15 (15) 7 |46:16| @&@4889 1. MapType@Select |46:16]|
-ex_act.bpl.16:13 15 (15) |46:16| @eed4841 1. MapType@Select |46:16]|
-ex_act.bpl.16:13 15 (15) |46:16| @ee4793 1. MapType@Select |46:16]|
-ex_act.bpl.16:13 15 (15) |46:16| @ee4745 1. MapType@Select |46:16]|
-ex_act.bpl.16:13 15 (15) |46:16| @ee4597 1. MapType@Select |46:16]|

- e _art.hnl . 1A:13 15 (151 lag: 1A @ARR4RAT 1. ManTvneRSelert l4R:1A1
4 L

MapType@select (H@@®, MapType@select(H@@®, MapTyped®Select(H@@e, MapType®select (Hz@a,
MapType@select(HE@@@, MapType@sSelect(HE@2, MapType@sSelect(H@@®, MapTypefSelect(H@@e,
MapType@5elect(H@@8, MapType@Select(HE@8, MapTypeBSelect(H@@®, MapTypeBSelect (H@@e,
MapType@select(H@@®, n!@!8(s5@@e, MapType@store(H@@®, q, prev, null)), prev), prev), prev),
prev), next), next), next), prev), prev), nextl, prevl, next), prev)

C: MapType@Select(HE@®, MapTypeBSelect(H@@®, MapTypeBSelect (H@@@, MapType@Select(H@@e,

onverted] 50L, 12 2,8-1

m——) |




PREVENT LOOP
BY SPLITTING NEXT-CLOSEDNESS

(forall H:heap, S:set :: {inv(H, S)}
inv(H, S) <==>
(forall n:ptr :: {in(n, S)}
in(n, S) ==>
H[n, data] != null &&
(H[n, next] != null ==>
H[H[n, next], prev] == n))

&& (forall n:ptr :: {in(H[n, next], S)}
in(n, S) ==> in(H[n, next], S))

&& (forall n:ptr :: {in(H[n, prev], S)}
in(n, S) ==> in(H[n, prev], S)))



CHECK A PROGRAM

procedure add(S:set, q:ptr)

requires inV(H’ S)»; Program correct
requires H[g, data] == null; iff formula is UNSAT

ensures inv(H, S);
modifies H;

{
}

H := H[g, prev := null];

inv(H, S) &&

H[g, data] == null &&

G == H[g, prev := null] &&
linv(G, S)



DEMO OF THE MODEL VIEWER



o= 73 Axiom Profiler

THE MODEL VIEWER

File

C5V  Help

ocedure a
reguires
requires
ensures i

modifies

H
d55¢

iﬂLFJ

Y O O g O O O g O O e O

- MODEL #@ -
- LITERALS
-
- Spow2(@) = 1

- Ctor [B]

- MapType@Select [6]

-MapType@store(H, q, prev, null) = H@e
-MapType@Type(ptrType, fieldType, ptriype) = type(H)
-MapType@TypelInv@(type(H)) = ptrType
-MapType@TypeInvl(type(H))
~-MapType@TypeInvZ(type(H))
-inin@@2!4!'3, S) = true

CONSTS

fieldType
ptrType

m

—-n@g21413
%"EQ [2]
POEh= *17
{ - = MapType@Select(H, q, prev)
- USERS [3]
- MapTypeBSelect [3]
: %"MapTypeESelect(H, n@@2 413, data)
o} MapType@Select (H, n@@2!413, next) = q
: +-MapTypeBSelect (HE®, n@@2!4!3, next) = g
H-in(n@@2!1413, 5) = true
+-type(n@@2!413) = ptriype

(H[

“_act.bpl.

MapType@select(H, n@@2!4!3, next) = q



WITNESSES

(forall n:ptr :: {in(n, S)} fik?
in(n, S) ==> H[n, data] != null &&
(H[n, next] != null ==> H[H[n, next], prev] == n)) &&
(forall n:ptr :: {in(H[n, next], S)}
in(n, S) ==> in(H[n, next], S)) &&
(forall n:ptr :: {in(H[n, prev], S)}
in(n, S) ==> in(H[n, prev], S)) &&

H[gq, data] == null && in(n@, S) &&
----muﬂ--i;mﬁl------Gm&Imﬂj!=nﬂ1&&

! (forall n:ptr :: {in(n, S)} G[G[n®, next], prev] != n
l in(n, S) = -
: (G[n, next] = null = ' Z3 thinks that

G[G[n, next], prev] == n)) . G[n@, next] ==

We know: H[g, data] == null and H[n@, next] == G[nO, next],
and thus we need: in(G[n@, next], S) to trigger *

But n@ is a skolem constant, so it’s hard for the user to introduce it.




ONE STEP AHEAD

I (forall n:ptr :: {in(n, S)}
in(n, S) ==>
(G[n, next] != null ==>
G[G[n, next], prev] == n))

Whenever proving this thing, look one step ahead, or:
i.e., getin(G[n@, next], S) activated but don’t
loop. Please.

Hack the SMT solver to do it :-)

I (forall n:ptr :: {in(n, S)}
{ex_act(in(G[n, next]))}
in(n, S) ==>
(G[n, next] != null ==>
G[G[n, next], prev] == n))



EXISTENTIAL ACTIVATION

When proving this
guantifier, use lemma
(forall H:heap, S:set :: {inv(H, trigged by this

inv(H, S) <==>
(forall n:ptr :: {in(n, S)}
{ex_act(in(H[n, next], S))}
in(n, S) ==>
H[n, data] != null &&
(H[n, next] != null ==>
H[H[n, next], prev] == n))

&& (forall n:ptr :: {in(H[n, next], S)}
in(n, S) ==> in(H[n, next], S))

&& (forall n:ptr :: {in(H[n, prev], S)}
in(n, S) ==> in(H[n, prev], S)))




VCC IN ACTION



VVCC VISUAL STuDIO PLUGIN

e, e e

Werify function 'RernoveEntryList’

Werify file 'List.c’
Custom wverify file 'List.c'
Meore VCC Commands

Call Browser

Create Unit Tests...

Go To Header File
Breakpoint

Fun Te Cursor
Cut

Copy

i

Pl E|

& Error List| ] Output |5

Ready

Outlining 2

File Edit Wiew Project Build Debug Data Tools Test Apalyze Window Verfy Help
EIASERA=N"™ W= NI WEE oo B b Debug « | realc -~ G5l
BitMap.c = SpinLockf List.c

(Global Scope) * % RemoveEntryList(PLIST_EMTRY Entry)

er)))
ad )

r)))

-*Hanager->size) -1 )

{ { {Entry->Hanager}},

Manager ;)

r));
r));

Ln 180 Col42 Chd2

Jalojdx3 uonpnos E;~ saldadold N

INS




VCC: FAILED VERIFICATION ATTEMPT

R, e e

File Edit View Project Build Debug Data Tools Test Analyze Window Verify Help

EVRAE RN~ W= N e — & - # Debug = | realc - &gl z Eg! .
BitMap.c = SpinLockp List.c - X
(Global 5cope) * % RemoveEntryList(PLIST_EMTRY Entry) -

{ {Entry->Hanager})
{Entry->Manager->size == {Entry->Manager->size) -1 )}
{ { {Entry->Hanager}, { { {Entry->HManager}}),
( (Entry}))
{Entry->HManager )

PLIST_ENTRY Blink, Flink;
{PLIST_MAMAGER ListHManager = Entry->Hanager;)

Jalojdx3 uopnjos E;~ saldadold i

{ {Entry,ListHanager});
{ {Entry->Blink,ListHanager}});
{ {Entry->Flink,ListHanager}});

= Entry->Blink|;
Entry->Blink;

invariant{__forallPLIST_EMTRY p; 4_voc_set_in0{p-=Flink, _vcoc_owns{__this))} {_voc_sk_hack{_vcc_set_inQ(p-=Flink, _voc_owns{__this)))} _voc_set_j
(_weoc_set_in0{p-=Flink,_voc_owns{__this)) && (p-=Flink-=Blink == p))})) of _LIST_MAMAGER. fails on wrap.

?

(Flink) {

4 i) F

& Error List| 5] Output|5g Find Results 1| &7 Find Symbol Results
Verification failed. Ln 197 Col 25 Chi5 INS




VVCC-SPECIFIC MODEL VIEWER

VCC Model Viewer

Current Model: List.wveccrmodel

List.c (200:23) : State 33@10. Timestamp 8910

Blink

Ertry : _LIST_ENTRY
Blink : _LIST_ENTRY (Aliases: Blink-=Blink, Blink-=Manager-=ListHead, Fink, p & List.c (
i 2 Status
- (2 Fields
= @ Blink :_LIST_ENTRY {Mliases: Blink-=Blink, Blink->Manager-=ListHead, Flink, p =
- & Status
EI (= Fields
{ - @ Blink : _LIST_ENTRY (Aliases: Blink-=EBlink, Blink-=Manager->ListHead, A
- @ LstManager : _LIST_MAMAGER (Aliases: Blink-=Manager, p & List.c (38
. = Field Addresses
- @ ListManager : _LIST_MANAGER {Aliases: Blink->Manager, p @ List.c (38:0}=Mar

F-- =] Field Addresses
ListManager : _LIST_MAMNAGER {Mliases: Blink->Manager, p @ List.c (38:0}-=Manager)
p & List.c (38:0) : _LIST_ENTRY

Line

List.c (180:1)
List.c (200:23)
List.c (2071:27)
List.c (202:13)
List .o (2071:27)
List o (204:27)
List.c (205:13)
List.c (204:27)
List.c (209:5)
List.c (210:9)
List.c (211:5)
List.c (200:23)

w

PEREEERRE LY

7]
W

Value

(_LIST_ENTRY, §57)
(_LIST_ENTRY, §57)
(_LIST_ENTRY, 657)
(_LIST_ENTRY. §57)
(_LIST_ENTRY. §57)
(_LIST_ENTRY. §57)
(_LIST_ENTRY. §57)
(_LIST_ENTRY. §57)
(_LIST_ENTRY, §57)
(_LIST_ENTRY, §57)
(_LIST_ENTRY, 657)
(_LIST_ENTRY, 657)

sauadold

1810]dX3 UONNIOS oy




WORKING WITH VCC

write a version of the spec
verify, fail

add assertions or look at the model to see
why it failed

— for bigger functions, do it a couple of lines at a
time, moving focus window down

repeat



VERIFICATION ATTEMPT TIME
VS SATISFACTION AND PRODUCTIVITY

6 0 © @

& /l e e
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Focus INTEREST



WANT IT TO GO FASTER?
PROFILE!
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CosT IN THE CAUsAL DAG



CosT IN THE CAusAL DAG
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CosT IN THE CAusAL DAG
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BROWSING THE CAUSAL DAG

ol 73 Axiom Profiler

File — CSV

-CONFLICTS

-188 CONFLICTS

‘Quant. by last conflict

‘Scope: 44483 / @ inst, @ lits, 1 children [rec: 896, 49 inst/cnfl]

- B84 2 WccPrelude.bpl.24@:15 {(direct: 5288, cnfl: 362)

= DEEP

E-VecPrelude.bpl.24{ forall M:Smemory_t, p:3ptr, g:$ptr, v:int :: {:weight @} rmal@#l@e |1:1]

E-VecPrelude.bpl p == Iformal@dlpe |1:

S VecPrelude. N B581formal@#lpEe

- VeePrelud $zelect.mem($store.mem(M, p, v}, q) == %select.mem(M, q) all3@638formal@p:

E-VccPrelude.bpl.24@:15 11 (@) / |9:3| @257481 244.8 Smemory |2:2| call38782formal

E-VccPrelude.bpl.248:15 18 (@) / |17:4| @257364 245.8 S$store.mem |5:3| %dot |5:

C-VccPrelude.bpl.248:15 9 (@) / |64:7| @257327 381.3 Sstore.mem |13:5| S$ptr

&-VecPrelude.bpl.248:15 8 (8) / |19:8| @153444 1443.3  Smemory |2:2| call3

&-VecPrelude.bpl.248:15 8 (8) / |3@:6| @257277 280.6 &store.mem |5:3| %dod

- BLAME

- BIND

: f~$sture.mem{$sture.mem{imemury{isﬁz}, call3e?e2formal@Rl@ee, H#w@HE3!145!264
ﬁ--$p‘tr‘{"_LI5T_ENTR‘f’JI fzelect.mem(Imemory($s@3), Fdot(Zptr(~_LIST_MAMNAGER, =
&- $dot (Sptr(*_LIST_ENTRY, Q#p$1°38.504#dt1@@1!4981275), _LIST_ENTRY.Flink)

‘ ﬁ"$se1ect.mem{$5ture.mem{$sture.mem{$sture.mem{$memury{$s@2], call3a7ezforn

- YIELDS

H- BLAME

H- BIND
b WTEL RS

1 |

l $store.mem($store.mem{Smemory ($s@2), call3@7eZformal@l@e, #x@E3!145!264), Sdot(call3e7@zformal@ila@e,
$Dwns set_field{$typ(call3e7@Zformal@kl@@)) ), Sptrset_to_int{owns#22@8))




THE INSPECTOR:
CONTROL TO THE PEOPLE



THE INSPECTOR

e ask Z3 to state the current model from time to
time
— in forms of labels

e translate such models to error messages

* display all possible error message and blink
the current one



o5l RemoveEntrylist: 73 Ins

SCREENSHOT

Trace Output | EITCIF Cﬂnsnle|

T T W T e O W

Status

Line#
156
157

Source

Blink = Entry-=Blink;

=xx (WCC emor 8511) Entry-=Blink is typed

=== (WCC emor 8512) Entry-=Blink: is thread local
Flink: = Ertry-=Hink;

=== (WCC emor 8511) Entry-=Flink: is typed

=== (WCC emor 8512) Entry-=Fink: is thread local

expose(listManager) {

MWCC emor 8014) invanant() of _LIST_MAMAGER fails on wrap
(WCC emor 8014) invarant() of _LIST_MAMAGER fails on wrap
(WCC emor 8014} invarant(__forall{_vcc_obj_t p; {_vee_set_inlip
(WCC emor 8014} invarant(__foral(PLIST_ENTRY e; {_vcc_set_i
(WCC emor 8014} invarant{__foral(PLIST_ENTRY e1, e2; {_vcc.
(WCC emor 8014} invanant(__forall(PLIST_ENTRY p; {_vcc_set_i
(WCC emor 8014} invanart(__foral(PLIST_ENTRY p; {_vcc_set |
(WCC emor 8014} invarart{__foral(PLIST_ENTRY p; {_vcc_set |
(WCC emor 3014} invarant(__foral(PLIST_ENTRY p; {_voc_set |
WCC emor 8014) invanant(_vcoc_set_in({ListHead,_voc_owns(_
(WCC emor 8014) invanant jndex[ListHead] == 0)of _LIST_MAMNA
(WCC emor 8014) invarant(jndex|ListHead-»Blink] == size - 1) of _
(WCC emor 8016) ‘ListManager is not wrapped before unwrap

wwn T arer BRAME wme swmrmsind s wrtshls im sl $aowesnd ot id=es

A A T A T A T A T A T A T A T T A T
A T T T T T T T T A T T T . T
R T A T T T T T T A A TR A T

!

1 | b

num decisions

num propagations
num restars

num final checks

num theary conflicts
num interface eqs
miz generation

num mk clause

num mk bin clause
num mik lits

num mirt lits

num bs

num bar

num far

num quant inst

num lazy quant inst
num missed guart inst
min migsed quant cost
max missed quant cost
num arith corflicts
num add rows

num pivots
rm otk sccarts




SOME NUMBERS



LIMITS ON MATCHING DEPTH

* matching depth on one of the list functions
— 10 heap related (10 heap updates in the function)

— 6 user-defined (different levels of expansion of the
invariant)

— total of 17

* the looping example shows that number of
instances can be easily exponential with depth



SCALE OF PROBLEMS

orelude: 300 quantifiers, 50 multi-triggers
Hypervisor program-specific background
oredicate:

— 300 types, 1500 fields => 13000 axioms

— type description dwarfs VC for the function itself

even Z3 E-matching indices didn’t take that
lightly

without proper guidance any SMT solver is
likely to be lost




PERFORMANCE, PERFORMANCE, PERFORMANCE

Experience from the Hyper-V verification

* successful verifications:
— typical: 0.5-500s, average 25s

— current max: 2 500s
— all time max: 50 000s (down to 1 000s with Z3v2)

* acceptable time for interactive work: < 30s
* annotations (since Nov 2008):
— 15 000 lines

— 400 functions
— ca. 20% of codebase verified



VCC PERFORMANCE TRENDS Nov 08 — MAR 09

1000

Modification in invariant

checking
100
10
1
Attempt to improve
Switch to Boogie2 Boogie/Z3 interaction

0.1



SUMMARY



SUMMARY

e program a custom theory for the SMT solver

* |like for a “normal” programming language
— debug models (model viewers)
— profile traces (axiom profiler)
— profile with sampling (the inspector)

e but:
— lack of clear semantics
— possibly not the best programming model



VCC Is AVAILABLE!

* source code available for non-commercial
purposes at http://vcc.codeplex.com/

— includes the SMT tools!

e further information linked from there


http://vcc.codeplex.com/




